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Introduction

Digital tools are more accessible than ever, which has led to a surge of technological solutions aimed at
improving access to and quality of services in humanitarian settings. One area where this trend is evident is
the response to gender-based violence (GBV). Digital tools have emerged as a potential game-changer for
survivor reporting; however, like any innovation, these tools carry both benefits and risks. There are value
propositions’ to digitally reporting GBV, but the potential for retaliation, stigma and loss of survivors’ trust adds
a layer of complexity that requires diligent consideration.

This briefing note explores these complexities. It begins with a description of digital reporting and how it may
be used in GBV service delivery. It then examines some of the key ethical considerations linked to establishing
and using digital reporting for GBV. The note goes on to detail foundational principles that should guide any
efforts to design and adapt digital GBV reporting. It concludes with a checklist of key considerations. The
annex features a simulated reporting platform showcasing common pitfalls to avoid when designing safe and
effective GBV reporting tools.

The note is written for anyone engaged in developing, working with, or overseeing digital platforms for GBV,
including managers, decision-makers, technology developers, and GBV practitioners. The information included
in the note is based on a desk review of GBV guidelines, digital development principles, existing digital
reporting tools, and codes of conduct. Key references are included at the end of the briefing note.

Digital Reporting for Gender-Based Violence

Mobile broadband networks now reach almost the entire planet, with coverage available to an astonishing 95
percent of the global population.? The number of mobile internet users nearly doubled between 2015-2022,
introducing a new era of internet connectivity.®> This upsurge in mobile users has fueled the development of
technological solutions for a wide array of challenges, creating new opportunities in humanitarian settings.

GBV is one of many domains where decision-makers are exploring how technology can be harnessed for more

T "A value proposition is a statement that clearly identifies the benefits a company's products and services will deliver to its
customers.” Pratt, M. (2023). What is a value proposition? TechTarget, https://www.techtarget.com/searchcio/definition/value-
proposition-VP

2 GSMA. (2023). The State of Mobile Internet Connectivity. Retrieved from https://www.gsma.com/r/wp-
content/uploads/2023/10/The-State-of-Mobile-Internet-Connectivity-Report-2023.pdf

% Ibid.



effective response and prevention. Despite its widespread occurrence, reporting rates for GBV remain low in
many settings, due to societal barriers like stigma, shame, and fear of retaliation, as well as challenges with
accessibility of services. Digital technologies that allow survivors to submit reports electronically, via websites,
mobile apps, chatbots or other similar platforms, may be a useful alternative for many women and girls.

A 2023 review of 13 mobile and online applications found many of the existing digital GBV reporting platforms
serve one of several purposes: 1) to document an incident for future reporting to police; 2) to capture evidence
and accounts for legal redress; 3) to map trends; or 4) to seek services.* The majority of these digital solutions
were designed to fight impunity by facilitating reporting to law enforcement and/or creating pathways to pursue
criminal or civil justice.

This focus on criminal justice may not align with what survivors want, what is effective, or even be safe in
some cultural contexts. A World Bank analysis on the effectiveness of common redress measures found that
while countries acknowledge the need to hold perpetrators accountable, existing laws often fail to protect
survivors.® Criminal sanctions against perpetrators can discourage survivors from reporting abuse for fear of
abuser retaliation. Protection orders, intended to safeguard survivors, are undermined by weak enforcement
and delays in implementation, leaving survivors vulnerable. Some judicial systems (particularly traditional
systems) may propose or mandate mediation, which evidence strongly indicates is dangerous in most cases
of GBV, particularly intimate partner violence.®

These issues raise the question of intent: what is the intended purpose of a reporting mechanism? How are
the experiences and priorities of women and girls driving this effort? Have women and girls been asked what
they want, what they need, what would be effective, and what would be protective? Though digital solutions
extend the reach of reporting and could make reporting more efficient by eliminating the need to travel, there
are risks to consider before offering this access point to survivors.

Ethical Considerations (Risks) in Digital Gender-Based Violence Reporting

As with any digital tool, the first consideration should be the perspective of the end user—in this case, the
survivors. Women and girls who have been exposed to GBV face a number of consequences, including
physical, psychological and social repercussions (see Figure 1).

Reporting digitally may add to the risks survivors already face, especially in the case of failures in privacy and
data security. For example, shared, borrowed, or otherwise insecure devices can compromise the
confidentiality of reports. Leaks, misuse or unauthorized access to reported information may expose survivors
to further violence from the perpetrator, and further stigmatization from communities.

Even where provisions are in place to secure data, lack of clarity or specificity on the digital platform

about how personal information is safely stored or accessed may exacerbate feelings of disempowerment that
are common after exposure to violence. Survivors may worry about being blamed, judged, and isolated by their
community. They may also experience heightened fear and anxiety linked to the potential for retaliation and
escalation of abuse.

4 Stevens, L. et al. (2024). "Sec. Forensic and Legal Psychology. Volume 14 — 2023," Frontiers in Psychology,
https://doi.org/10.3389/fpsyq.2023.1289817.

5 World Bank. (n.d.). How effective are the most common redress measures against domestic violence?
https://blogs.worldbank.org/developmenttalk/how-effective-are-most-common-redress-measures-against-domestic-violence

8 For a discussion of this, see GBV AoR and Inter-agency (2017). Interagency Gender-Based Violence Case Management Guidelines,
Providing Care and Case Management Services to Gender-based Violence Survivors in Humanitarian Settings also see GBV AoR
Helpdesk (n.d.) Intimate Partner Violence in Emergencies Evidence Digest.
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Figure 1: Consequences of GBV’

The reporting process itself can be re-traumatizing for survivors, especially if it involves recounting graphic
details of the abuse. This can trigger harmful memories or flashbacks, which can be particularly harmful and/or
destabilizing on an impersonal platform, where immediate support from a case manager or other trained
professional is not available.

In addition, survivors may be unable to effectively use digital reporting tools for GBV due to lack of access to
technology, inadequate digital literacy, or language limitations. As is discussed in the next section, if a digital
reporting mechanism is desired by women and girls in the setting, these platforms should be designed with
survivor safety and wellbeing at the core, and with adherence to industry-recognized ethical principles for GBV
response services.

Ethical Foundations for GBV Reporting Technologies

Any adaptation or creation of digital GBV reporting tools must be grounded in well-defined minimum standards
for GBV response and established principles for safe and effective digital tools. The following standards are
critical for any digital reporting mechanism. If a platform cannot meet these benchmarks, developers must
evaluate whether the platform risks causing harm.

Design for Safety

Prioritize efforts to “do no harm." A core principle of all humanitarian action is to avoid exposing affected
populations to further harm in the process of providing humanitarian aid.® For any digital interventions to
address GBV, this means all those involved in designing and implementing the intervention—including
decision-makers, project managers, developers, and care providers—must anticipate and address any
unintended consequence that might result in retaliatory violence, stigma, or other harm to a survivor or to
caseworkers using the tools. User research should be required before deploying any tools. After deployment,
safety should not be assumed based on the lack of negative reports. On-going monitoring, including data
analysis and solicitation of user feedback, is central to understanding the platform's uptake and impact.

7 This list of impacts is adapted from Inter-agency Standing Committee (2015). Guidelines for Integrating Gender-based Violence
Interventions in Humanitarian Action, p. 11. https://gbvguidelines.org/wp/wp-content/uploads/2018/03/GBV_UserGuide_021618.pdf
8 Sphere Project (2011). Humanitarian Charter and Minimum Standards in Humanitarian Response, p 28. Sphere Project (2011).
https://spherestandards.org/handbook/
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Ensure benefits outweigh risks. The WHO Ethical and safety recommendations for researching,
documenting and monitoring sexual violence in emergencies advise that “the benefits to respondents or
communities of documenting sexual violence must be greater than the risks to respondents and
communities.”® As noted previously, the main purpose of many current digital GBV reporting platforms is to
fight impunity, which presumes survivor priorities are weighted toward access to justice. However, this may
not be true for many survivors; in fact, access to justice may present additional physical and psychological risks
for survivors that do not outweigh any benefits. Consulting with women and girls is critical to ensuring the
purpose of the digital platform is in alignment with survivors’ needs.

Ensure basic care and support is in place for survivors before introducing digital reporting.’”” Before
introducing any digital GBV reporting, referral pathways must be in place for survivors to access core services,
most notably psychosocial support and health care. Building a strong response to GBV requires quality multi-
sectoral services that are accessible, confidential, age-appropriate, and delivered with compassion.’" A digital
reporting platform should never replace GBV case management or other direct services for survivors.

Survivor consent is mandatory before any digital reporting takes place. All information gathering, record
keeping, and information sharing is contingent on survivors’ informed consent.' However, it can be difficult to
ensure survivors have all the necessary information to provide meaningful consent with digital reporting
platforms




